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second level domain name registrations and quarterly charges to registry operators) for which it had a
contract simply because the contract expired. A corporation with a former contract to provide
government services does not retain the right to keep providing those services just because the contract
expires. Applying that conclusion to other government services, such as defense contracting, would
breach national security and lead to chaos . . . and the Internet is no less important.

ICANN now admits that it has depleted $36 million® of its resources in the so-called “transition” leaving
it without adequate reserve funds. Let that sink in: the organization that claims to be responsible for
global coordination of all Internet Protocol (IP) addresses and other IANA functions believes itself to be
inadequately funded for that purpose. Further, as described in our answers to some of the questions
below, ICANN finds itself in even more disarray since the USG has stepped back from its oversight role
such that ICANN is now bowing to other governments who are extending their authoritarian rules over
American internet users. We believe it is not too late for the USG to resume its historic oversight of the
IANA functions and, in doing so, help steady ICANN and protect the security of the Internet for users in
the US and throughout the world.

L. The Free Flow of Information and Jurisdiction
A. What are the challenges to the free flow of information online?

Consumers and businesses share information via the Internet because they believe that the medium is
safe. The kinds of information shared by consumers and businesses today was unthinkable just ten years
ago. Examples of sensitive information that is shared via the Internet to perform services include online
banking, stock trading, and prescription fulfillment, among many others. The “currency” of the Internet
is information, but the backbone of that currency is consumer trust. Once consumer trust is lost,
information flow will follow. We are standing at the precipice of a loss of consumer trust, and oddly
enough, ICANN’s overreaction to foreign regulation is what has taken us to this place.

With foreign powers and certain contracted parties asserting more control over ICANN since the USG
stepped away under the prior administration, the ICANN Board and Staff seem unable or unwilling to
stand for the principle of limited regulation. ICANN’s over-implementation of the European Union’s
General Data Protections Regulation (GDPR) is a prime example. Specifically, by requiring GDPR to be
applied to all WHOIS data, and not just the data provided by Europeans or to organizations within
Europe, ICANN has created a safe haven for cybersquatters, criminals and other bad actors by making
the data to identify those bad actors even more difficult to acquire. They have also magnified the power
and reach of the EU. Presumably this decision by ICANN Staff, which was ratified by an ICANN Board
vote, was meant to ease the burden on contracted parties. However, it essentially allows Brussels to
regulate the U.S. domestic domain name marketplace and it has resulted in a safe haven for bad actors.
As bad actors are able to take advantage of consumers in an environment that allows them to conceal
their identity with greater ease, consumers will lose their trust. If consumers do not trust the Internet,
they will necessarily restrict the information that is shared.

3 See https://www.icann.org/en/system/files/files/proposed-reserve-fund-replenishment-strateey-06marl 8-en.pdf We believe
the money was ill spent on an illegal attempt to “transition” responsibility of the IANA function.
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B. Which foreign laws and policies restrict the free flow of information online? What is the impact
on U.S. companies and users in general?

GDPR, as discussed above, is a timely example of such a foreign law. The growth of the Internet and the
commerce it fosters depends upon the ability of all stakeholders rather than a select powerful government
to drive policy decisions. ICANN’s recent actions implementing the GDPR globally have put the EU in
charge of the US marketplace and harmed American manufacturers and placed American consumers at
risk by making it unreasonably expensive and challenging to determine who is behind online sales of
counterfeit products.

Attempts to stifle speech at the domain-name top level, discussed below, is another example of a foreign
policy position that has gained traction in ICANN and is gaining more traction as [CANN is
contemplating opening another round of new gTLD registry applications.

C. Have courts in other countries issued internet-related judgments that apply national laws to the
global internet? What have been the practical effects on U.S. companies of such judgments? What have
the effects been on users?

No comment at this time.
D. What are the challenges to freedom of expression online?

Within the ICANN context, there remains a push by governments to restrict use of “culturally sensitive”
terms in top-level domain names, which may then in turn lead to restrictions in second-level domain
names. “Culturally sensitive” terms could mean anything, including religious terms, geographic terms,
and political terms. For example, we remind the NTIA that applications for .halal and .islam were the
subject of “GAC Early Warnings” — a process entirely the creature of ICANN implementation and not
local national laws and certainly not the laws of the United States. Such “GAC Early Warnings” were
also in direct contravention of ICANN’s own policy on the introduction of new gTLDs which stated
clearly, “The string evaluation process must not infringe the applicant's freedom of expression rights that
are protected under internationally recognized principles of law.™

Another example is the current push by certain governments to exclude any city name from the list of
possible future top-level domain names (not just capital city names, which was the level of censorship in
ICANN’s last round). Since the additional censorship that is being proposed by certain foreign powers is
at the domain-name top level, the censorship would apply to all potential users of that top-level domain
name (those who wish to register second-level domain names but cannot), even those end users who are
U.S. citizens. Importantly, there is no international law allowing governments to globally censor words.
In their attempt to have ICANN create a new “international right” for governments to block speech at the
top level the foreign powers are not carving out exceptions for new gTLD applicants who live in
jurisdictions, like the US, that value free speech and open markets over censorship and heavy regulation.

4 See https://gacweb.icann.org/display/gacweb/GAC+Early+Warnings.
3 See https://egnso.icann.org/en/issues/new-gtlds/pdp-dec035-fr-parta-08aug07.htm at Principle G.
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E. What should be the role of all stakeholders globally—governments, companies, technical experts,
civil society and end users—in ensuring free expression online?

Our comments are limited to the role of governments and companies.

e Governments

Governments at ICANN are supposed to act only through Consensus Advice. Like Civil Society, the
positions of governments tend to be fragmented along cultural lines. For example, some governments
have no issue with interfering with free expression online. Since Consensus Advice is defined narrowly
within ICANN, the role of the USG should be one of preventing Consensus Advice designed to inhibit
free expression. This is not to say that the USG should avoid participating in Consensus Advice that is
designed to inhibit abuse or bad actors. Free expression does not protect criminal or fraudulent speech.
Content regulation should be left to national governments to enforce locally if that is the way their law
and culture works.

Content regulation and restrictions on the freedom of association should not be in the purview of ICANN.
This includes the “shadow regulation” of content by ICANN through the disallowance of new gTLD
applications that certain governments® would prefer not be granted. ICANN should be vigilant to assist
with reported abuses, for example, trademark infringements, criminal activities, and terrorism. However,
other than a very narrow set of identified threats, ICANN should remain outside of content regulation.
U.S. citizens need a strong USG tie to ICANN in order to give ICANN the strength of will to stand up to
would-be censors.

e Companies

A subset of companies is represented within ICANN by the Business Constituency (BC),” however, it is
comprised primarily of domain name industry associations, Internet and entertainment businesses. Some
members, in fact, are from the domain name warehousing and sales industry, for example the Internet
Commerce Association,® which consistently advocates for the weakening of intellectual property
protection within ICANN.

\

Manufacturers are not well represented despite the BC’s reported attempts to reach out to small and
medium enterprises. We believe that ICANN should take steps to welcome manufacturers, especially
small and medium sized enterprises, and the various state and national associations representing them, by
preemptively forming constituencies for each group and engaging in outreach to populate those

¢ We do recognize that certain governments have the ability to prohibit speech of their citizens. While this is not the American
way, it is a fact. As a result, the governments who are seeking help from ICANN to prohibit speech are, essentially, asking for
the ability to extend their local powers globally. While it would be unfortunate if certain governments were to prohibit their
citizens to apply for various top-level domain names, local laws (or edicts, etc.) could be made locally and affect the local
population. By using ICANN as a channel to expand their agenda, the net effect is a restriction on the speech of U.S. citizens.
Herein lies a great danger that the NTIA should vigorously oppose, not only on its own merit but for the precedent that it sets.
7 See https://www.bizconst.org/bc-membership-list.

8 Which describes itself as “The Internet Commerce Association (ICA) is a non-profit advocating for the rights and interests of
domain name owners and related service providers.” See https://www.internetcommerce.org/.







































